f?WQAuX&) %

National Cheng Kung University

(ANAS 4 EEAN: TACERT-ANA-2025031811031717)( [imiATEE ] CISAFIEE S AE
BEMNRZREZEKEVE£#(2025/03/03-2025/03/09))

HAEHBANABR TS
BRI TACERT-ANA-2025031811031717 E:GLSIE 2025-03-18 11:12:18
SR ANA-TRETEE BHIRE 2025-03-18 11:12:18
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[EE58] DREELE ] CISAHIZIECAEREF A 2R EEKEY H #£(2025/03/03-2025/03/09)

REESHER

EE AEEKAEREHEIEERHFAE DL TWCERTCC-200-202503-00000006

[CVE-2024-13161] Ivanti Endpoint Manager (EPM) Absolute Path Traversal Vulnerability (CVSS
v3.1: 9.8)

(REESHREFEFN A K] Ivanti Endpoint Manager(EPM) FHEBHELEERE @ niFRIEAEESHERE
M EEREHREN -

(FRETR] FSEEHFASINFEERRAK https://forums.ivanti.com/s/article/Security-Advisory-EPM-January-2025-
for-EPM-2024-and-EPM-2022-SU67language=en_US

[CVE-2024-13160] Ivanti Endpoint Manager (EPM) Absolute Path Traversal Vulnerability (CVSS
v3.1: 9.8)

(BEEESHRUENA:R40] Ivanti Endpoint Manager(EPM)FHEBHEEEERE @ niFRiEALEHEE
HWIEEHEHHER -

(FREFE] BLEBHFASINFEERRAK https://forums.ivanti.com/s/article/Security-Advisory-EPM-January-2025-
for-EPM-2024-and-EPM-2022-SU67language=en_US

[CVE-2024-13159] Ivanti Endpoint Manager (EPM) Absolute Path Traversal Vulnerability (CVSS
v3.1: 9.8)

(REEHRUEENA K41 Ivanti Endpoint Manager(EPM) FHEBHELEERE @ niFRln AL HEE
MW EEHEGNEN -

(FETE] FSEEHFAFINFERRAK https://forums.ivanti.com/s/article/Security-Advisory-EPM-January-2025-
for-EPM-2024-and-EPM-2022-SU67language=en_US

[CVE-2024-57968] Advantive VeraCore Unrestricted File Upload Vulnerability (CVSS v3.1: 9.9)
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(BEEEBEHRUEFA:RM] Advantive VeraCoreFHEAZIRFINIER LERE  nHERALSHEBNRE
Hi@iBupload. apsxiFEZE L ERIFETREARIE R 3K -

[$22F 4] Advantive VeraCore 2024.4.2.1 27 BIRIRRZAN

[CVE-2025-25181] Advantive VeraCore SQL Injection Vulnerability (CVSS v3.1: 5.8)

(EEEHRUEEF A :RM] Advantive VeraCorefEtimeoutWarning.asp®PEESQUINRE @ AFFEIHIE
HiEBPMSess12EFHITIEESQLIES -

SEYA] Advantive VeraCore 2025.1.0(2) ZRIRIARA

[CVE-2025-24993] Microsoft Windows NTFS Heap-Based Buffer Overflow Vulnerability (CVSS v3.1:
7.8)

(EEEHRUWERFM RH] Microsoft WindowsHTXitEREZA(NTFS) FEENBENEFERENIFE - o5
R BN BEERENITES -

(FEFE] FLEEAFMIINTEMRE
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2025-24993

[CVE-2025-24991] Microsoft Windows NTFS Out-Of-Bounds Read Vulnerability (CVSS v3.1: 5.5)

(REBHRUWIEF M RA] Microsoft WindowsHTiXfliiEZ 24T (NTFS) FHEMFREIURN - DR ERENKE
BETREEM -

(FEFa) FLEEHIINTEEMRAE
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2025-24991

[CVE-2025-24985] Microsoft Windows Fast FAT File System Driver Integer Overflow
Vulnerability (CVSS v3.1: 7.8)

(EEBHRUIEFAE:RH] Microsoft Windows Fast FATEEZMRBEXNGFEREEWRT - nFFRER
BN BEEREATEIS -

(HBTL) FSESHRBINTEIRA
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2025-24985

[CVE-2025-24984] Microsoft Windows NTFS Information Disclosure Vulnerability (CVSS v3.1:
4.6)

(EEEBHRUWEFM:RHM] Microsoft WindowsHTXlitEZE LA (NTFS) FEMREFIEAHFSERRE - 2
AARCEENRBEEBRBYERERESN - RARIIREN KN EE o seERtE RN IS -

(FEFE] FLEEAMINTEMRE
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2025-24984

[CVE-2025-24983] Microsoft Windows Win32k Use-After-Free Vulnerability (CVSS v3.1: 7.0)

(EEEBHRUMIEAMA:RHM] Microsoft Windows Win32#OFHRAEFELBIRBENEFRARE - AR EEEN
WEEEARKIETER -

(FEFa] F2EEHMIINEEREK
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https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2025-24983

[CVE-2025-26633] Microsoft Windows Management Console (MMC) Improper Neutralization
Vulnerability (CVSS v3.1: 7.90)

(EEEHRUWEBFM RH] Microsoft WindowsEIRZHIE (MIC) FEAZPMFEE - DHARCEENREERE
KiGEBLZEINEE -

(FEFE] FLEEAFMIINTEMRE
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2025-26633

[CVE-2025-2159@] Juniper Junos 0S Improper Isolation or Compartmentalization Vulnerability
(CVsSS v3.1: 6.7)

(REBEHRUWIEFM:RA] Juniper Junos OSEFHEAZFRRSERIRTE - clsEnstHASRIRNARKEZE
AESETE -

(FEFa] FSEEHMIINEEREK

https://supportportal.juniper.net/s/article/2025-03-Out-of-Cycle-Security-Bulletin-Junos-OS-A-local-attacker-with-
shell-access-can-execute-arbitrary-code-CVE-2025-21590?language=en_US

[CVE-2025-24201] Apple Multiple Products WebKit Out-of-Bounds Write Vulnerability (CVSS
v3.1: 8.8)

(REEHREUFENAE K51 Apple i0S * iPad0s * mac0S K EftAppleZE R EWebKit P FEMFRE A TR -
N RERRETNEEABTRBWeb AR VTG - IR BEF 2 FAwebKitIHTMLEIMTEE - BIIFEARIRApple
SafariM{iki#BWebKit EIEHTMLAIIEApple EM °

(R8T FLESHABINEERA

g
uujy
T

https://support.apple.com/en-us/122281 https://support.apple.com/en-us/122283 https://support.apple.com/en-
us/122284 https://support.apple.com/en-us/122285
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ICERBME AR "R HBE PO, - BRESEUHBIASTNER

HANBRAERBRZEETA

(2]
(CVE-2024-13161] EBACHEREELEEDH - FEMEMEMRS

https://forums.ivanti.com/s/article/Security-Advisory-EPM-January-2025-for-EPM-2024-and-EPM-2022-SU6?
language=en_US

[CVE-2024-13160] EAFCEHEREELBEE - BEHMEZHEERAE
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[CVE-2024-13159] EAFEHHREELBEER - BEHE2EERAE

https://forums.ivanti.com/s/article/Security-Advisory-EPM-January-2025-for-EPM-2024-and-EPM-2022-SU6?
language=en_US

(CVE-2024-57968] EACHEREELIEETH - FEMEMEMRAK

https://advantive.my.site.com/support/s/article/VeraCore-Release-Notes-2024-4-2-1

(CVE-2025-25181] EBACHEREELIEEEH - FEM MRS

https://advantive.my.site.com/support/s/article/Veracore-Release-Notes-2025-1-1-3

(CVE-2025-24993] EALCHETRBBLIEEEN - FEM AN
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24993

[CVE-2025-24991) EACHERBBLIEEEN - FEMEABEMRAK
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2025-24991

[CVE-2025-24985) EACiHEREBLEESER - FEMEMBEBRA https:/msrc.microsoft.com/update-
guide/vulnerability/CVE-2025-24985

(CVE-2025-24984] EACHEREBELIEETH - FEMEMEMRAK

https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2025-24984

(CVE-2025-24983] EFCH¥RARLIEEER - FEMEMEERL
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2025-24983

(CVE-2025-26633] EHLCH¥RARBLIEEER - FEMEMHERA
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-26633

[CVE-2025-21590] EFEHHREELBEER - BEHE2EERAE

https://supportportal.juniper.net/s/article/2025-03-Out-of-Cycle-Security-Bulletin-Junos-OS-A-local-attacker-with-
shell-access-can-execute-arbitrary-code-CVE-2025-21590?language=en_US

(CVE-2025-24201] EACHEREELIEEDH - FEMEMEMRE

https://support.apple.com/en-us/122281 https://support.apple.com/en-us/122283 https://support.apple.com/en-
us/122284 https://support.apple.com/en-us/122285
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