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1. [CVE-2023-38950] ZKTeco BioTime Path Traversal Vulnerability (CVSS v3.1: 7.5)

[SHZEHEIHEFRB k] zKTeco BioTimetEHiclock APIFEFERRIEERM @ B AATREHDEEN
WEREFBIRMFENENEEEBEIIEEE -

TETH] F2EELRIINRERE

https://www.zkteco.com/en/Security_Bulletinsibs/10

2. [CVE-2024-27443) Synacor Zimbra Collaboration Suite (ZCS) Cross-Site Scripting (XSS)
Vulnerability (CVSS v3.1: 6.1)

[BEEHTEHEEFIA k) zimbra Collaboration?Ezimbra WebmailAEH{FERAETEMCalendarInvitelf
AEFPEEEREINESERA - HBETEEE SR RNITEEEENEFBHASFBILLRR » ERHITER
JavaScriptf2 =5 o

T ETR] F2EELMYINFERA
https://wiki.zimbra.com/wiki/Zimbra_Releases/10.0.7#Security Fixes

https://wiki.zimbra.com/wiki/Zimbra_Releases/9.0.0/P39#Security Fixes

3. [CVE-2025-27920] Srimax Output Messenger Directory Traversal Vulnerability (CVSS v3.1:
6.5)
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https://www.outputmessenger.com/cve-2025-27920/

4. [CVE-2024-11182] MDaemon Email Server Cross-Site Scripting (XSS) Vulnerability (CVSS v3.1:
6.1)
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https://mdaemon.com/pages/downloads-critical-updates

5. [CVE-2025-4428] Ivanti Endpoint Manager Mobile (EPMM) Code Injection Vulnerability (CVSS
v3.1: 8.8)

(SEEEHZHEEFA K] Ivanti Endpoint Manager Mobile (EPMM) MYAPITTHFHIZFEIZNIE AR
ZRAAFHE B EENNBE E B HNAPIAERIZIHRHITERIERDE © IR REREHibernate ValidatorfliR
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https://forums.ivanti.com/s/article/Security-Advisory-lvanti-Endpoint-Manager-Mobile-EPMM?language=en_US

6. [CVE-2025-4427] Ivanti Endpoint Manager Mobile (EPMM) Authentication Bypass Vulnerability
(CVsSS v3.1: 7.5)

[REEHEHIEF A K] Ivanti Endpoint Manager Mobile(EPMM)BYAPITTHFTZEIE B 10 R 4E BRI
ZimE AN BEEBAFRAAPIER » EXREHEREENERL TENZRENER © IWRRENR HSpring
FrameworkBl/ERNENAZEE(E °
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https://forums.ivanti.com/s/article/Security-Advisory-lvanti-Endpoint-Manager-Mobile-EPMM?language=en_US

7. [CVE-2025-4632] Samsung MagicINFO 9 Server Path Traversal Vulnerability (CVSS v3.1: 9.8)

(BEEHFRUASHI A RHM]  Samsung MagicINFO 9 ServerFERERERA > ZimERTFHEEURRER
BAESEE-
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https://security.samsungtv.com/securityUpdates#SVP-MAY-2025
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