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教育機構ANA通報平台

發佈編號 TACERT-ANA-2025051309050707 發佈時間 2025-05-13 09:03:09

事故類型 ANA-漏洞預警 發現時間 2025-05-13 09:03:09

影響等級 中

[主旨說明:]【漏洞預警】NetWeaver存在安全漏洞(CVE-2025-31324)，請儘速確認並進⾏修補

[內容說明:]

轉發 國家資安資訊分享與分析中⼼ NISAC-200-202505-00000027

 

研究⼈員發現NetWeaver之Visual Composer Metadata Uploader元件存在任意檔案上傳(Arbitrary File 
Upload)漏洞(CVE-2025-31324)，允許未經⾝分鑑別之遠端攻擊者利⽤此漏洞上傳並執⾏惡意程式。該漏洞已遭駭
客利⽤，請儘速確認並進⾏修補。

 

情資分享等級: WHITE(情資內容為可公開揭露之資訊)

 

此訊息僅發送到「區縣市網路中⼼」，煩請貴單位協助轉發與通知轄下各單位知悉

[影響平台:]

NetWeaver 7.x版本

[建議措施:]

● 7.5(含)以上版本已發布修補程式SP027 - SP033，建議安裝修補程式 

● 7.4(含)以下版本建議更新⾄7.5(含)以上版本並安裝修補程式或採取緩解措施 

 

官⽅已釋出修補與緩解⽅式說明，網址如下(需登⼊)： 

https://me.sap.com/notes/3594142

https://me.sap.com/notes/3596125/E 

https://me.sap.com/notes/3594142
https://me.sap.com/notes/3594142
https://me.sap.com/notes/3596125/E
https://me.sap.com/notes/3596125/E


https://me.sap.com/notes/3593336/E

[參考資料:]
1. https://nvd.nist.gov/vuln/detail/CVE-2025-31324
2. https://onapsis.com/blog/active-exploitation-of-sap-vulnerability-cve-2025-31324/
3. https://securitybridge.com/blog/cve-2025-31324
4. https://techcommunity.microsoft.com/blog/microsoftdefendercloudblog/guidance-for-handling-cve-2025-31324-
using-microsoft-security-capabilities/4409413
5. https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html?anchorId=section_370125364

(此通報僅在於告知相關資訊，並⾮為資安事件)，如果您對此通報的內容有疑問或有關於此事件的建議，歡迎與我們
連絡。

教育機構資安通報應變⼩組

網址：https://info.cert.tanet.edu.tw/
專線電話：07-5250211
網路電話：98400000
E-Mail：service@cert.tanet.edu.tw

 

https://me.sap.com/notes/3593336/E
https://me.sap.com/notes/3593336/E
https://nvd.nist.gov/vuln/detail/CVE-2025-31324
https://nvd.nist.gov/vuln/detail/CVE-2025-31324
https://onapsis.com/blog/active-exploitation-of-sap-vulnerability-cve-2025-31324/
https://onapsis.com/blog/active-exploitation-of-sap-vulnerability-cve-2025-31324/
https://onapsis.com/blog/active-exploitation-of-sap-vulnerability-cve-2025-31324/
https://securitybridge.com/blog/cve-2025-31324
https://securitybridge.com/blog/cve-2025-31324
https://techcommunity.microsoft.com/blog/microsoftdefendercloudblog/guidance-for-handling-cve-2025-31324-using-microsoft-security-capabilities/4409413
https://techcommunity.microsoft.com/blog/microsoftdefendercloudblog/guidance-for-handling-cve-2025-31324-using-microsoft-security-capabilities/4409413
https://techcommunity.microsoft.com/blog/microsoftdefendercloudblog/guidance-for-handling-cve-2025-31324-using-microsoft-security-capabilities/4409413
https://techcommunity.microsoft.com/blog/microsoftdefendercloudblog/guidance-for-handling-cve-2025-31324-using-microsoft-security-capabilities/4409413
https://techcommunity.microsoft.com/blog/microsoftdefendercloudblog/guidance-for-handling-cve-2025-31324-using-microsoft-security-capabilities/4409413
https://techcommunity.microsoft.com/blog/microsoftdefendercloudblog/guidance-for-handling-cve-2025-31324-using-microsoft-security-capabilities/4409413
https://techcommunity.microsoft.com/blog/microsoftdefendercloudblog/guidance-for-handling-cve-2025-31324-using-microsoft-security-capabilities/4409413
https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html?anchorId=section_370125364
https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html?anchorId=section_370125364
https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html?anchorId=section_370125364
https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html?anchorId=section_370125364
https://info.cert.tanet.edu.tw/
https://info.cert.tanet.edu.tw/
mailto:service@cert.tanet.edu.tw
mailto:service@cert.tanet.edu.tw

