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1. [CVE-2021-22555] Linux Kernel Heap Out-of-Bounds Write Vulnerability (CVSS v3.1: 8.3)

(BEEBHZRUCENA XA  LinuxizOEFEERERARARE - RBENNBZRAEEEREmRERIRAE
PREVIEADOS (BB TR IRARIAR A ) ©

BETH] Linux Kernel 2.6.19-rcl(8)Z%BMARZS

2. [CVE-2010-3962] Microsoft Internet Explorer Uninitialized Memory Corruption Vulnerability
(CVSS v3.1: 8.1)

[BSEEHZHEEFIA K] Microsoft Internet ExplorerfZfEIRAI4G1L:CIBRRIESRRR @ AIAEAFFRIRIZTL
BT ©

(REFTR] F2EELFTINEERE

https://learn.microsoft.com/en-us/security-updates/securitybulletins/2010/ms10-090

3. [CVE-2021-43226] Microsoft Windows Privilege Escalation Vulnerability (CVSS v3.1: 7.8)

[ESEEHMRHEFA:EXN] Microsoft Windows FEAHSERARESIEDNFEERBIRARR > AIsERFEH
SN N B EERTEL DM

TETE] F2EBRARIINRERE

https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2021-43226
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4. [CVE-2013-3918] Microsoft Windows Out-of-Bounds Write Vulnerability (CVSS v3.1: 8.8)

[REEHEHEEFA K] Microsoft WindowsfEInformationCardSigninHelperfBRIAIActiveXiZHIIE
(icardie.dll) FHEHABARE KEEUEEFMENAEERIBILLRR - EFEENEZAEER - hRAETTSE
SERHEBRNT - RIIF B IR ANRES T EGEEREREERNER - REENERAEEESMERR
LE(EoL) R IFIEARTS (EoS) » R FREFILFERZER °

TETE] F2EEARIINFERS

https://learn.microsoft.com/en-us/security-updates/securitybulletins/2013/ms13-090

5. [CVE-2011-3402] Microsoft Windows Remote Code Execution Vulnerability (CVSS v3.1: 8.8)

[REEHZHEEF A K] Microsoft Windows KernelfEAZOMEREBENFZRwin32k. sysH M TrueTypeF R R
B IEEERF » A RIFREEEAFENFTRER » EWord X HHAEPBHITEEIERE o

TETR] F2EEAMINTERS

https://learn.microsoft.com/en-us/security-updates/SecurityBulletins/2011/ms11-087

6. [CVE-2010-3765] Mozilla Multiple Products Remote Code Execution Vulnerability (CVSS v3.1:
9.8)

(REEHENREEF A K] Mozilla Firefox  SeaMonkeyfiThunderbirdfEE{JavascriptBRFEIE R ERER
BERYIRIA o EIREBEE T BIBE nsCSSFrameConstructor: :ContentAppended ~ appendChild /7% « RIEFEMZER
SIEH > REIZEEREEMNKERSE - BHEIREBER » EMPITERETS o

(R&TE] F2EEAMINEZERS

https://blog.mozilla.org/security/2010/10/26/critical-vulnerability-in-firefox-3-5-and-firefox-3-6/

7. [CVE-2025-61882] Oracle E-Business Suite Unspecified Vulnerability (CVSS v3.1: 9.8)

(REE#HZRVEEF A :R] oracle E-Business Suite BY BI Publisher EATHEERARRBNER A
RERFTEB HTTP BRKEFENHEEARILIZEE Oracle Concurrent Processing e

TETR] F2EEAMINTERS

https://www.oracle.com/security-alerts/alert-cve-2025-61882.html

8. [CVE-2025-27915] Synacor Zimbra Collaboration Suite (ZCS) Cross-site Scripting
Vulnerability (CVSS v3.1: 5.4)

[ESEEHZEHEEFA K] Synacor zZimbra Collaboration Suite(ZCS)HIAZHE web B IRFIEBILIESHE
(Xss) iR > AR RAE 1cS BHREP HTML ABHBRTE - BEEAEESHERE I1cs HENEFIHMG
BF > RERAY JavaScript EiEBZEHAM ontoggle EHHHIT - WBE R ILTEZEENTEREFPRITER
JavaScript F2IUES > EMBITREIRENIRE > FIUNRTE BHEFHER B HET EREE TGN o &R4& > Y
BETREHZEEHRPPITREIRENIRE  ETHGEFREINREFTS °

(R&ETE] F2EEAMINRERE

https://wiki.zimbra.com/wiki/Zimbra_Security Advisories

9. [CVE-2021-43798] Grafana Path Traversal Vulnerability (CVSS v3.1: 7.5)
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(BEEHRNEFNA K] GrafanaFERKIERERR > TJAEAFREE FIAEIER
(RETR] F2EE LN ERRD

https://github.com/grafana/grafana/security/advisories/ GHSA-8pjx-jj86-j4 7p
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[EsR¥EHE:]
1. [cvE-2021-22555)] EACHEREREHEESEH » AEHEEERE

(1). https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/net/netfilter/x_tables.c?id=
9fa492cdc160cd27ce1046¢cb36f47d3b2b1efa21

(2). https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/net/netfilter/x_tables.c?id=
b29c457a6511435960115c0f548c4360d5f4801d

2. [cve-2010-3962] EFEHEHFRARBMEEE » FEHEMERRZA

https://learn.microsoft.com/en-us/security-updates/securitybulletins/2010/ms10-090

3. [CVvE-2021-43226) EAEHEREEBLEEE > sAEMEMERARE

https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2021-43226

4. [cveE-2013-3918] EABHENFRBLEERER > FEMEMERIRE

https://learn.microsoft.com/en-us/security-updates/securitybulletins/2013/ms13-090

5. [cvE-2011-3402] EFEHHFRRBLEEEN  FEHEMERRZA

https://learn.microsoft.com/en-us/security-updates/SecurityBulletins/2011/ms11-087

6. [CVE-2010-3765] EAREHERRARLEESE > FEHEMHERMRZ

https://blog.mozilla.org/security/2010/10/26/critical-vulnerability-in-firefox-3-5-and-firefox-3-6/

7. [cveE-2025-61882] EAEHEREERLIEEER » AEHEERMIRA
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https://www.oracle.com/security-alerts/alert-cve-2025-61882.html

8. [CVE-2025-27915] EACHHRABBEEE » AEHEHEERE

https://wiki.zimbra.com/wiki/Zimbra_Security_Advisories

9. [CVE-2021-43798] EACHHRARBHEEE » AEHEEERE

https://github.com/grafana/grafana/security/advisories/ GHSA-8pjx-jj86-j47p
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