Qe 75 ploo 2%

National Cheng Kung University

ANAE {4 EBH:TACERT-ANA-2025052109052727 [J&E;FATEZ] Cisco 10S XE
Software7Z1ES B2 2FF(CVE-2025-20188) > i {RiRFEIIEITIEH)

HEIBANARIRT S
AR SR TACERT-ANA-2025052109052727 PSR 2025-05-21 09:53:27
EhRR ANA-TRRATEE ZXIRPERS 2025-05-21 09:53:27
FELER a3

[E5:RFA:] [RRETRE] Cisco I0S XE SoftwarefF{E =AML 2 KIF(CVE-2025-20188) » sHEREFED AL EITIER

[REEREE]

FBiE ARELENDZELFTTL NISAC-200-202505-00000076

HiZEAE8HCisco I0S XE Software for Wireless LAN Controllers (WLCs)ZOut-of-Band Access
Point (AP) Image DownloadINBETZTEEREIEZ _L{E(Arbitrary File Upload)i®iE(CVE-2025-20188) » fAEFEK
RENiEZERRES HEEMEXUBITERETS

BENEER: WITE(BENAATARBEZEN)

LIRS EIIXE TREHAERTDC)  BREEIRB AT

FETE

FEEDLE !

—

Cisco I0S XE SoftwareHFRIE{Out-of-Band AP Image DownloadIhAEZ :&f&

= Jith N

e Catalyst 9800-CL Wireless Controllers for Cloud

e Catalyst 9800 Embedded Wireless Controller (A Catalyst 9300 - 9400/ 9500%533es)
e Catalyst 9800Z%R7%!|HEARIEHIZS

Catalyst APAIERTVIRARIESIZZ




AJfEMCisco Software Checker (https:/sec.cloudapps.cisco.com/security/center/softwarechecker.x) FEsRIRITfE
FZCisco I0S XE SoftwarehlRZA2BEZERZE o

[(EERAE1E:]
1. EAEHERRBLEEERN - F2EEFRBETEN > @ulT !

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-file-uplpd-rHZGOUfC

2. EYEIAER 0 55t TRAROut-of -Band AP Image DownloadDHAELAESeiEEIKEF|MA o

[BEEE]
1. https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-file-uplpd-rHZG9UfC
2. https://netmag.tw/2025/05/13/cisco-ios-xe-wireless-controller-vulnerability

(IEHREEREMEREN » WIFREZEN) » IRERILBRIABTARENA B SEFA0ER - PURE R
BAE o

HEEEZIERES VA

#4811k : https://info.cert.tanet.edu.tw/
HRERE | 07-5250211

HER&EEE 1 98400000

E-Mail : service@cert.tanet.edu.tw


https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-file-uplpd-rHZG9UfC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-file-uplpd-rHZG9UfC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-file-uplpd-rHZG9UfC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-file-uplpd-rHZG9UfC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-file-uplpd-rHZG9UfC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-file-uplpd-rHZG9UfC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-file-uplpd-rHZG9UfC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wlc-file-uplpd-rHZG9UfC
https://netmag.tw/2025/05/13/cisco-ios-xe-wireless-controller-vulnerability
https://netmag.tw/2025/05/13/cisco-ios-xe-wireless-controller-vulnerability
https://netmag.tw/2025/05/13/cisco-ios-xe-wireless-controller-vulnerability
https://info.cert.tanet.edu.tw/
https://info.cert.tanet.edu.tw/
mailto:service@cert.tanet.edu.tw
mailto:service@cert.tanet.edu.tw

