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National Cheng Kung University
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[CVE-2025-30066] tj-actions/changed-files GitHub Action Embedded Malicious Code
Vulnerability (CVSS v3.1: 8.6)

(REEHREVFENA K] tj-actions/changed-files GitHub ActionFEBRAXBERENBRE @ BHK
EEDFEHENGItHUb Actions TERIZEHFRIAHE - BLEHROIEEEEARNBYANSFINER - GitHub
BN FEVERR (PATS) ~ npmiEPRAIRSATAR -

[F2ZFH] tj-actions changed-files 46 ZFIRIARAN

[CVE-2025-24472] Fortinet FortiOS and FortiProxy Authentication Bypass Vulnerability (CVSS
v3.1: 9.8)

{%ELEJJ,%ET\ 2XH: 2] Fortinet FortiOSHIFortiProxyFEB MG EERE @ EinWEEOBBEEN
CSFUIEFKESEREEEHIR -

(FETER] FSEEHFASINFERRK ; https:/fortiguard.fortinet.com/psirt/FG-IR-24-535

[CVE-2017-12637] SAP NetWeaver Directory Traversal Vulnerability (CVSS v3.1: 7.5)

(REESHZRUFEFAE :ARHM] SAP NetWeaver[EREIAR=R JavaEscheduler/m/js/-Fff-Fff-Ffbca41eb4/
UIUtilJavaScript}STEHEEHEERRE - ERKXBEURBEHNFEPER .. RENESESE -

FELR)] FSEEHFSINFERE ; https://userapps.support.sap.com/sap/support/knowledge/en/3476549

[CVE-2024-48248] NAKIVO Backup and Replication Absolute Path Traversal Vulnerability (CVSS
v3.1: 8.6)

(BEEEHRUEENA R40] NAKIVO Backup and Replication ZHEBYHEEERERT KNEBEEHBENEE

s
57%"
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(FETR] FSEEHFISINFERRK : hitps://helpcenter.nakivo.com/Knowledge-Base/Content/Security-
Advisory/CVE-2024-48248.htm

[CVE-2025-1316] Edimax IC-7100 IP Camera 0S Command Injection Vulnerability (CVSS v3.1: 9.3)

(EEBHREUIEAA RAM] Edimax IC-7100 IPEEHWEFEIFFRAMREIIIATRE - WEEIJEBRIRAEK
EATEREE -

(FEFa] FSEEHMIINTEMRE

https://www.edimax.com/edimax/post/post/data/edimax/global/press_releases/4801/

BENZER: WHITE(IBEARSRULRBEZEM)

IS EREE "TERMARPL .  REESEUBHASENER

HANBERRNERPRZEEFE
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[CVE-2025-30066] ¥EEMMARELUTRA(SKES) tj-actions changed-files 46.0.1

[CVE-2025-24472) EAFCHEREBELEESEH - FEMEMRBIRA hitps://fortiguard.fortinet.com/psirt/FG-IR-
24-535

[CVE-2017-12637)] EACHEREBLEEERM - BFEMEMHEBRA https://userapps.support.sap.
com/sap/support/knowledge/en/3476549

[CVE-2024-48248) EACiHEREBLEEERM - FEMEMRBRA https://helpcenter.nakivo.com/Knowledge-
Base/Content/Security-Advisory/CVE-2024-48248.htm

[CcVE-2025-1316] EHEHERBEELEMREN hitps://www.edimax.com/edimax/post/post/data/edimax/global/
press_releases/4801/

(ICEHREERSHHEREN - WIFRELZSH)  URCHIBHRNVABTERB BRI HEZE - DB
g -

HEWBEET B ES A
#94E : https://info.cert.tanet.edu.tw/
E4REERE 1 07-5250211
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