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[REEREE]

i SEEERAIEEIEERATL TWCERTCC-200-202510-00000003

1. [CVE-2025-32463)] Sudo Inclusion of Functionality from Untrusted Control Sphere
Vulnerability (CVSS v3.1: 9.3)

[EEEMRHEF A K] Sudo 1.9.17p1Z2HINRAEFERE » AFAMEREIRISroot R » RRETENRRE
FB--chrooti#EIBKS > SFEAKRBEFERAETIEB I/ etc/nsswitch. configE o

(REFTE] F2EEHAMINEERS

https://www.sudo.ws/security/advisories/chroot_bug/

2. [CVE-2025-59689] Libraesva Email Security Gateway Command Injection Vulnerability (CVSS
v3.1l: 6.1)

(BREHREEEFA RM] Libraesva Email Security Gateway (ESG)TFEfa<EAIRE > AFFEBEAERY
BT RITIE S EARE o

TETH] F2EBRARIINRERSE

https://docs.libraesva.com/knowledgebase/security-advisory-command-injection-vulnerability-cve-2025-59689/

3. [CVE-2025-10035] Fortra GoAnywhere MFT Deserialization of Untrusted Data Vulnerability
(CVSS v3.1: 10.0)

[BSEEHERHEFA:EF] Fortra GoAnywhere MFTIRERFIMERZEEERRE @ AHFREEBESEN
RELCIEEE » RFEIMCEEHREEHNYHE » ATEERIESEA °

TETH] FSEBELMRIINTERE
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https://www.fortra.com/security/advisories/product-security/fi-2025-012

4. [cvE-2025-20352] Cisco IOS and IOS XE Software SNMP Denial of Service and Remote Code
Execution Vulnerability (CVSS v3.1: 7.7)

[SREEHZIHEEFIA  KH] Cisco IOSEAIOS XETESNMPFRAAPFIEIHEEHEFNIRME > AJAEEBIERIRTS
(DoS) R IHIZ T HIT ©

TETH] FSEBELRIINTERE

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte

5. [CVE-2021-21311] Adminer Server-Side Request Forgery Vulnerability (CVSS v3.1: 7.2)

(BEEEHRUCEAA RA]  AdninerFIEAARBIHFERAIE (SSRF)FR > ZRFAERFIA » KAFFRIRREER
SEEHRER -

(RETR] F2EELFIINEERE

https://github.com/vrana/adminer/security/advisories/ GHSA-x5r2-hj5c-8jx6

6. [CVE-2014-6278] GNU Bash 0S Command Injection Vulnerability (CVSS v3.1: 8.8)

REEPREGEF A RA] GNU BashFEMEERMIETEARE > AFRFEREBEZBFRMVRIZTEHAITE

=]
= ieA
/._,\$E7 °

€

o

ZZTH] GNU Bash 1.14F4.3(F )RR

|

7. [CVE-2017-1000353] Jenkins Remote Code Execution Vulnerability (CVSS v3.1: 9.8)

(REEHRVEEF A K] JenkinsFEEHEIBTNITRE © IERAATHEE K FSENIava
SignedObject¥HBEMERNIERENIIenkins CLI » ZMHREEEFTEIObjectInputStreamETRFFE » 7
MAEEIRARER R BB ERKS o

(RETE] F2EEAMINEZERE

https://www.jenkins.io/security/advisory/2017-04-26/

8. [CVE-2015-7755] Juniper Screen0S Improper Authentication Vulnerability (CVSS v3.1: 9.8)
(BSEEHRINEFA K] Juniper ScreenOSTEEAREEERE » AISEAFRKIRENZIREIRFEGLRE
(

https://supportportal.juniper.net/s/article/2015-12-Out-of-Cycle-Security-Bulletin-ScreenOS-Multiple-Security-issues-
with-ScreenOS-CVE-2015-7755-CVE-2015-7756

S
ETR] F2EELFIINTERSE

S8

9. [CVE-2025-21043] Samsung Mobile Devices Out-of-Bounds Write Vulnerability (CVSS v3.1: 8.8)

(SEEHZHEEFN A K] =EFsEEElibimagecodec.quram.soPFEHRA B AR ° AFERRBENIT
EEEE o

(RETR] F2EELFTINEERE

https://security.samsungmobile.com/securityUpdate.smsb
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10. [CVE-2025-4008] Smartbedded Meteobridge Command Injection Vulnerability (CVSS v3.1: 8.8)

(BREEFHRUEEFA :RK*N] Smartbedded Meteobridge FEIESEAIRME > AJRERFFRES D EFRNVEIRKNE
EERHENEE FLURAEIR (root) ITESIES ©

(REFTE] F2EEHMINFERE

https://forum.meteohub.de/index.php

BESZEZER: WHITE(FERBTAULAHBEZEHN)

HEFRSESRXE TREHAERPC) » ERE EIFEE R RENE TR EAINE

[RETE]

HHARNBRATRBRZZETS

R EHE:]
1. [cVE-2025-32463] EACHEREEHIEEEH > AEHEEERE

https://www.sudo.ws/security/advisories/chroot_bug/

2. [CVE-2025-59689] EACHEREREHIEEEH > AEHEMEERE

https://docs.libraesva.com/knowledgebase/security-advisory-command-injection-vulnerability-cve-2025-59689/

3. [cvE-2025-10035] EACHEREREHEEEH > AEHEEERE

https://www.fortra.com/security/advisories/product-security/fi-2025-012

4. [cVvE-2025-20352] EACHIRAEBLEETE  AENMEMERE

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte

5. [cvE-2021-21311] EACHEREEHIEESEH > AEHEEERE

https://github.com/vrana/adminer/security/advisories/ GHSA-x5r2-hj5c-8jx6

6. [CVE-2014-6278] RAFTACRAZRIRITH « AR « HERBFERE o BRBEQEHZ BRIEIET
4 o

7. [CVE-2017-1000353] EFEHE REEBHEEEH » 5EMEREIRE

https://www.jenkins.io/security/advisory/2017-04-26/
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8. [CVE-2015-7755] EAEHERARLEEER  FEHEMRRERA

https://supportportal.juniper.net/s/article/2015-12-Out-of-Cycle-Security-Bulletin-ScreenOS-Multiple-Security-issues-
with-ScreenOS-CVE-2015-7755-CVE-2015-7756

9. [CVE-2025-21043] EACHEHREREREEE » FEHEHEERE

https://security.samsungmobile.com/securityUpdate.smsb

10. [CVE-2025-4008] EACIHHRERAELIEEEH » AEHEHEERAE

https://forum.meteohub.de/index.php

[BEEE

(IEHREEREMEREN » WIFREZEN) » IRERILBRIABTARENA B SEFA0ER - PURE R
BAE o
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