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[AEFRAB:]
i FEREZEMOZEDTEL NISAC-200-202410-00000024

TEA TR A B 8IRunixiBASIED 48 (Common UNIX Printing System - CUPS)TFfE—%5Z % JRiE (CVE-2024-
47076 * CVE-2024-47175 ~ CVE-2024- 47176 K.CVE-2024-47177) - AR BRI 2 2IHWEZE - ol ARERS®
E7UnixFEZFBWNITERENN - FERERERLETEREEM -

BEDZEER: WHITE(BERNBS RO AHBEZEM)
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[(FEFAE]

e cups-browsed 2.0.1(=)UATIRZA
e cups-filters 2.0.1(=)LARTIRZA
e libcupsfilters 2.1b1(&)MUATARAK

e libppd 2.1b1(Z)LLATHRZA

[(EZE ]

WAUNIXFERFCSELBLHERH - LTIEBERFELXFZEHREBHEN :

Ubuntu : https://ubuntu.com/blog/cups-remote-code-execution-vulnerability-fix-available
e Debian:

https://security-tracker.debian.org/tracker/CVE-2024-47076
https://security-tracker.debian.org/tracker/CVE-2024-47175
https://security-tracker.debian.org/tracker/CVE-2024-47176

https://security-tracker.debian.org/tracker/CVE-2024-47177
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e Red hat : https://access.redhat.com/security/vulnerabilities/RHSB-2024-002
e Fedora : https://bodhi.fedoraproject.org/updates/FEDORA-2024-01127974ec
e Open SUSE :

https://www.suse.com/security/cve/CVE-2024-47076.html
https://www.suse.com/security/cve/CVE-2024-47175.html
https://www.suse.com/security/cve/CVE-2024-47176.html
https://www.suse.com/security/cve/CVE-2024-47177 .html
ERAZFERARERBLEN - ISELU TN XEETERIENN

https://sredevops.org/en/how-to-fix-the-critical-9-9-cve-linux-vulnerability-in-cups-a-step-by-step-guide/

Es s

. https://nvd.nist.gov/vuln/detail/ CVE-2024-47076

. https://nvd.nist.gov/vuln/detail/ CVE-2024-47175

. https://nvd.nist.gov/vuln/detail/ CVE-2024-47176

. https://nvd.nist.gov/vuln/detail/ CVE-2024-47177

. https://ifrog.com/blog/cups-attack-zero-day-vulnerability-all-you-need-to-know/

. www.ithome.com.tw/news/165257

. https://sredevops.org/en/how-to-fix-the-critical-9-9-cve-linux-vulnerability-in-cups-a-step-by-step-guide/
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